l%wa

Privacy Policy

Version 2.0

September 2023

Effective Date September 2023
Review Date September 2026
Prepared by CEO
Approving authority CEO
Contact Person CEO




Contents

PURPOSE ...ttt e e e e et e e s s e a st e e e e s s e bbb e s b e e e e s s e s s banaeeeesssaannn 3
YOUR RIGHTS IN RELATION TO PRIVACY ...ctiiiiiitiiiiiieiiiiteirtee ettt sre e s ire e s 3
WHAT KINDS OF PERSONAL INFORMATION DO WE COLLECT ...ttt 3
HOW DO WE COLLECT PERSONAL INFORMATIONT? .....coriiiiiiiiereeeeenee sttt s e 4
WHY DO WE NEED YOUR PERSONAL INFORMATIONT? ..ottt ettt nne e 4
NOTIFICATION ittt e e st e e e e e s e e et e e e e s s s bbb e st e e e e s seaasnraaeeeeesssaannn 5
WHO DO WE DISCLOSE YOUR PERSONAL INFORMATION TO7? .....viiiiiiiiiienieeiiieerree e 5
DISCLOSURE TO A PERSON RESPONSIBLE ....ccouiiiiiiitiiiiiiic ittt 5
SECURITY OF YOUR PERSONAL INFORMATION ......ciiiiiiiiiiiniiiiiiniiiiniiic it 6
CLOUD BASED SYSTEMS ...ttt s bbb b e s saaas e 6
TRANSFER OF DATA OUTSIDE OF AUSTRALIA ....ooiieee ettt 6
CAN YOU ACCESS THE PERSONAL INFORMATION THAT WE HOLD ABOUT YOU?.....ccociiiiiieieceeeeneeeenn 6
ANONYIMITY Lttt et ettt e e e e e s e bbbttt e e e e e s s bbb e et e e e e s e s nbaaeeeeesssesannrrnaeeas 7
OTHER TIMES AND WAYS WE COLLECT, USE, AND DISCLOSE INFORMATION.......cceceiniiiiiiiiiiiiiiiiiciiiieen 7
EMPLOYEE INFORMATION ... .ttt ettt st e e e s s e et e e e e s s s ssnranaeeees s saannne 7
CANDIDATES ...ttt sttt e s sttt e e s e e e e s s b b et e s s mb et e e s b e e e e ssba e e e sanbaeeesannaeee s 7
CONTRACTORS, VOLUNTEER AND STUDENT RECORDS ....cccutiiiiiiiiieiiiie ettt 8
UNSOLICITED PERSONAL INFORMATION ....cciiiiiiiiiiiiiiiiiic ittt 8
PRIVACY DATA BREACHES ...ttt 8
HOW TO CONTACT US ...ttt sttt sttt st e s s e s s e e e s s e e e s smbe e e s s mbee e s smreeesennnens 8
PRIVACY COMPLAINTS ...ttt ettt ettt e s s e s s e e s s e e s s b e e e s s mreee s smneeesennnens 8
MONITORING, EVALUATION AND REVIEW .....neiiiiiiiie ettt 9



PURPOSE

The purpose of this policy and procedure is to:

a. ensure personal information is managed in an open and transparent way;

b. protect the privacy of personal information including health information of clients, care
recipients and workers (including employees, labour hire employees, contractors,
agency, students and volunteers);

provide for the fair collection and handling of personal information;

ensure that personal information we collect is used and disclosed for legally permitted
purposes only;

e. regulate the access to and correction of personal information; and

ensure the confidentiality of personal information through appropriate storage and
security.
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YOUR RIGHTS IN RELATION TO PRIVACY

KOPWA understands the importance of protecting the privacy of an individual's personal
information (including sensitive information). This policy sets out how we aim to protect the
privacy of your personal information, your rights in relation to your personal information
managed by us and the way we collect, use and disclose your personal information.

‘You’ or ‘Your’ in this policy refers to the person or entity that is using our services, engaging
with our services (including recruitment candidates) or visiting our facilities and website.

In handling your personal information, we will comply with the Privacy Act 1988 (Cth)
(Privacy Act) and with the 13 Australian Privacy Principles (APPs) in the Privacy Act, as well
as this Privacy Policy.

WHAT KINDS OF PERSONAL INFORMATION DO WE COLLECT?

Personal information which is any information that identifies an individual or any information
from which an individual’s identity could reasonably be ascertained.

Sensitive information (a sub-set of personal information) which includes information or an
opinion about race or ethnic origin, political beliefs, religious beliefs or affiliations, sexual
orientation, criminal record, health information and genetic information.

We may collect your personal information, including sensitive information:
If you make an enquiry regarding our services;

Visit our facility

If you access our website;

During the recruitment process;

During provision of our services.; and

During the discharge process.
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We generally collect five kinds of information:
1. personal information provided by you, including your name, address, telephone number
and email address;
2. sensitive information comprising health and financial information including both
personally identifiable information and aggregated statistical information:
a. when assessing your application to receive our services; and
b. inthe event that you enter our care as a care recipient;
3. government identifiers such as Medicare, Pension or Veteran’s Affairs numbers;



4. information that we obtain about you in the course of your interaction with our website
including your internet protocol (IP) address, the date and time of your visit to our
website, the pages you have accessed, the links on which you have clicked and the
type of browser that you were using; and

5. aggregated statistical data which is information relating to your use of our website and
our services, such as traffic flow and demographics.

HOW DO WE COLLECT PERSONAL INFORMATION?

Personal information (including sensitive information), may be collected from:
a. aclient or care recipient;
b. any person or organisation that assesses health status or care requirements, for
example the Aged Care Assessment Team (ACAT);
c. the health practitioner of a client or care recipient;
d. other health providers or facilities;
e. family members, a responsible person or significant persons of a client or care recipient;
and
f. alegal advisor of a client or care recipient.
We will collect personal information directly from you unless:
a. we have your consent to collect the information from someone else; or
b. we are required or authorised by law to collect the information from someone else; or
c. itis unreasonable or impractical to do so.
Once you have provided your consent, you are able to withdraw it at any time by contacting
us. However, please understand that by withdrawing your consent, we may not be able to
provide you with the services you require.

WHY DO WE NEED YOUR PERSONAL INFORMATION?

Where applicable, we may use your personal information:

a. To assess your application to receive our aged care services, or in response to
enquiries about our services in order to communicate with you in relation to those
services;

b. To provide and manage the delivery of aged care services to you;

c. To enable allied health care providers and medical practitioners to provide care and
services to you;

d. To enable us to obtain the correct level of government funding in relation to your care;

e. To complete our quality, monitoring and assurance processes;

f. To enable contact with a nominated person regarding your health status or relevant
updates to your service;

g. If you are the nominated contact person for a care recipient, in order to provide updates
in relation to care and services being received,;

h. To lawfully liaise with a nominated representative and to contact family if requested or
needed;

i. To identify and inform you of any other services that may be of interest to you;

j.  Tofulfil any of our legal requirements;

k. To assess an application for employment with us;

I.  Where you have given your express consent;

m. For other purposes permitted or referred to under any terms and conditions you enter
into or otherwise agree to with respect to our services.

If you do not wish to have your personal information used in any manner or purpose specified
above, please contact our Privacy Officer.



NOTIFICATION

We will at or before the time or as soon as practicable after we collect personal information
from you, take all reasonable steps to ensure that you are notified or made aware of:
a. Our identity and contact details;
b. The purpose for which we are collecting personal information;
c. The identity of other entities or persons to whom we usually disclose personal
information;
d. That our Privacy Policy contains information about how you may complain about a
breach of the APPs and how we will deal with a complaint; and
e. Whether we are likely to disclose personal information to overseas recipients and if so,
the countries in which such recipients are likely to be located and if practicable, to
specify those countries.
These matters are set out further in our Privacy Collection Statement available on our website
kopwa.org.au.

WHO DO WE DISCLOSE YOUR PERSONAL INFORMATION TO?

We may disclose your personal information to allied health professionals who assist us in
providing care and services, medical practitioners, pharmacies, external health agencies such
as the ambulance service, hospitals, the Australian Department of Social Services, the Aged
Care Quality and Safety Commission, Medicare and relevant organisations or Government
Departments as necessary to carry out the purposes for which the information was collected.
We may not use or disclose personal information for a purpose other than the primary
purpose of collection, unless:
a. the secondary purpose is related to the primary purpose, and you would reasonably
expect disclosure of the information for the secondary purpose; or
b. You have consented; or
c. The information is health information, and the collection, use or disclosure is nhecessary
for research, the compilation or analysis of statistics, relevant to public health or public
safety, it is impractical to obtain consent, the use or disclosure is conducted within the
privacy principles and guidelines and we reasonably believe that the recipient will not
disclose the health information; or
d. We believe on reasonable grounds that the disclosure is necessary to prevent or lessen
a serious and imminent threat to an individual’s life, health or safety or a serious threat
to public health or public safety; or
e. We have reason to suspect unlawful activity and use or disclose the personal
information as part of our investigation of the matter or in reporting our concerns to
relevant persons or authorities; or
f.  We reasonably believe that the use or disclosure is reasonably necessary to allow an
enforcement body to enforce laws, protect the public revenue, prevent seriously
improper conduct or prepare or conduct legal proceedings; or
g. The use or disclosure is otherwise required or authorised by law.
We will not disclose your personal information to an overseas recipient unless required to do so
under law or in accordance with a lawful request for a particular purpose, or otherwise as
specifically set out in this Privacy Policy (see below regarding Cloud based systems).

DISCLOSURE TO A PERSON RESPONSIBLE

We may disclose personal information including health information about an individual to a
person who is responsible for the individual if:

a. theindividual is incapable of giving consent or communicating consent;

b. the Care Manager is satisfied that either the disclosure is necessary to provide
appropriate care or treatment or is made for compassionate reasons or is necessary for
the purposes of undertaking a quality review of our services (and the disclosure is
limited to the extent reasonable and necessary for this purpose); and


https://www.regis.com.au/privacy-collection-statement/

c. the disclosure is not contrary to any wish previously expressed by the individual of
which the service manager is aware, or of which the service manager could reasonably
be expected to be aware, and the disclosure is limited to the extent reasonable and
necessary for providing care or treatment.

A ‘Person Responsible’ may, depending upon the circumstances, be a parent, a child or
sibling, a spouse, a relative, a member of the individual’s household, a statutory decision
maker, guardian, an enduring power of attorney, a person who has an intimate personal
relationship with the individual, or a person nominated by the individual to be contacted in
case of emergency, provided they are at least 18 years of age.

A ‘Care Manager’ is a person employed by us in a management capacity and who is
responsible for the provision of appropriate care and treatment of an individual.

SECURITY OF YOUR PERSONAL INFORMATION

We take all reasonable steps to ensure that the personal information we hold is protected
against misuse, loss, unauthorised access, modification or disclosure. We hold personal
information in both hard copy and electronic forms in secure databases on secure premises
and in secure cloud-based technology, accessible only by our authorised personnel.
However, we cannot guarantee the security of any personal information transmitted to us via
the Internet.

CLOUD BASED SYSTEMS

Some personal information is stored in secure cloud based technology. Where information is
stored in cloud based technology operated by third party service providers, we will take all
reasonable steps to ensure that the third party service provider adheres to Privacy Laws.

TRANSFER OF DATA OUTSIDE OF AUSTRALIA

In most cases, your personal information is held in Australia. In some cases, we or third
parties, use services such as data cloud storage systems, where personal information is held
in other countries. In the event that we transfer your personal information to a third-party
cloud based provider based in another jurisdiction, we will take all reasonable steps to ensure
that your personal information is protected against unauthorised access and loss and that the
jurisdiction in which the third party provider is based has adequate privacy laws and privacy
protections.

CAN YOU ACCESS THE PERSONAL INFORMATION THAT WE
HOLD ABOUT YOU?

Under the Privacy Act, you have a right to access your personal information that is collected
and held by us. If at any time you would like to access or change the personal information
that we hold about you, or you would like more information on our approach to privacy, please
contact our Privacy Officer.

To obtain access to your personal information, you will have to provide us with proof of
identity. This is necessary to ensure that personal information is provided only to the correct
individuals and that the privacy of others is protected.

We will take all reasonable steps to provide access to your personal information within 30
days from your request. In less complex cases, we will try to provide information within 14
days.

If providing you with access requires a detailed retrieval of your personal information, a fee
may be charged for the cost of retrieval and supply of information.



ANONYMITY

You can choose to deal with us anonymously or use a pseudonym (in so far as this does not
contravene any legal requirement), however we may not be able to provide you with the best
service or effectively deal with any issues raised, without all of your personal information.

OTHER TIMES AND WAYS WE COLLECT, USE, AND DISCLOSE
INFORMATION

We use check in/out systems and closed-circuit television (CCTV) surveillance at our
residential aged care facility to maintain the safety and security of our care recipients,
workers, visitors and all other people who enter our facility. Our check in/out systems and
CCTV may collect and store personal information.

EMPLOYEE INFORMATION

Records of current and past workers which are directly related to the employment relationship
are managed in accordance with workplace laws. Privacy laws may apply to employee
personal information if the information is used for something that is not directly related to the
employment relationship.

CANDIDATES

In the course of our recruitment process, KOPWA may collect and process personal
information from job candidates for the purpose of evaluating their qualifications and
suitability for employment. This pre-employment information may include, but is not limited to:

Resume/CV details, such as work history, education, skills, and qualifications.
Contact information, including email addresses and phone numbers.

Professional references and recommendations.

Cover letters, personal statements, and other application materials.

Interview notes and assessments conducted during the recruitment process.
Background check results, where applicable and in compliance with relevant laws and
regulations.
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We are committed to maintaining the confidentiality and security of all pre-employment
information collected. This information will be used solely for assessing candidates'
gualifications and facilitating the hiring process. By submitting their application materials and
participating in our recruitment process, candidates consent to the collection and use of their
personal information as described in this Privacy Policy.

KOPWA will not disclose or share pre-employment information with third parties unless
required by law or as part of our standard reference-checking process with prior consent from
candidates. Candidates may request access to their pre-employment information held by
KOPWA and request corrections if necessary, in accordance with applicable data protection
laws.

In addition to the collection of pre-employment information, KOPWA retains certain personal
data of candidates who are ultimately not selected for employment. This retention serves
legitimate business purposes, including compliance with legal requirements, potential future
recruitment opportunities, and maintaining a record of past candidates.



The personal information of unsuccessful candidates may be retained and KOPWA will not
use it for any other unrelated purposes. KOPWA is committed to safeguarding this data, and
access to it will be restricted to authorised personnel involved in recruitment activities.

Candidates who were not selected for employment at KOPWA may request the deletion or
anonymisation of their personal information by contacting our Privacy Officer.

CONTRACTORS, VOLUNTEER AND STUDENT RECORDS

Personal information collected and held by us in relation to our contractors, volunteers and
students will be managed in accordance with this policy and the Privacy Act.

UNSOLICITED PERSONAL INFORMATION

Unsolicited personal information is information provided by you to KOPWA in circumstances
where we have not requested the personal information. If we receive your personal
information in this manner, we will consider whether or not we could have collected your
personal information under this policy and:
1. if we determine that we could not have collected the personal information, we will
destroy or de-identify the information; or
2. if we could have collected the personal information under this policy, we will manage the
information in accordance with this policy.

PRIVACY DATA BREACHES

In the event that your personal information is lost, stolen or subject to unauthorised access or
disclosure, KOPWA will adhere to its obligations under the Privacy Act in relation to any
required notifications to the Office of the Australian Information Commissioner and to those
people whose personal information has been lost, stolen or subject to authorised access or
disclosure.

HOW TO CONTACT US

For further information or enquiries regarding your personal information, please contact our
Privacy Officer Hugh Lander at hlander@kopwa.org.au

PRIVACY COMPLAINTS

Please direct all privacy complaints to our Privacy Officer
At all times, privacy complaints will:

a. Be treated seriously;

b. Be dealt with under KOPWAs Complaints Management Policy;

c. Be dealt with as promptly as possible;

d. Be dealt with in a confidential manner; and

e. Not affect your existing obligations or affect the commercial arrangements between you

and us.

Our Privacy Officer or their delegate will conduct the investigation into your complaint. You
will be informed of the outcome of your complaint following completion of the investigation.
If you are dissatisfied with the handling or outcome of your complaint, you may directly
contact the following:

Aged Care Quality and Safety Commission
Ph: 1800 951 822

E: info@agedcarequality.gov.au

Post: Aged Care Quality and Safety Commission
GPO Box 9819 Sydney
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Office of the Australia Information Commissioner
Ph: 1300 363 992

E: enquiries@oaic.gov.au

Post: GPO Box 5218

Sydney, NSW 2001

MONITORING, EVALUATION AND REVIEW

We may update this policy from time to time. The policy was last updated in September
2023. By continuing to deal with us, you accept this policy as it applies from time to time.
Our website shall remain up to date with the current policy.


tel:1300363992
mailto:enquiries@oaic.gov.au

